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Evolving Challenges of Cyber

Past Present Future

Threat and 
Vulnerability 
Landscape

Simpler attack surface

Less connectivity

Fewer threat sources

Expanding attack surface

More connectivity

More threat sources

Adversary populations 
evolve: 
•AI and ML
•biological computing
• relentless auto-attacks

Barriers to 
Cybersecurity 
and 
Resilience

Static infrastructures 
require concrete 
defensive capabilities  

Fluid virtual environments 
defended by humans, 
often third parties

Hyper-connected virtual 
environments defended 
by autonomous agents

Policies and 
Partnerships

DoD, law enforcement, 
information assurance 
policies, procedures, 
and controls

Growth of federal cyber 
policies and strategies

Borderless collaboration 
with industry and 
international partners

Adaptive national and 
international cybersecurity 
standards 

International cyber-policy 
law
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The Future Is Full of Paradoxes

• Zero-trust networks increase the need 
for trust in data

• The death of the boundary created a 
boundary explosion

• Smarter software requires safer and 
more secure infrastructure
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Zero-trust networks 
increase the need for 
trust in data
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The death of the 
boundary created a 
boundary explosion
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Smarter software 
requires safer and 
more secure 
infrastructure
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Key Needs for the Future

• Verifiable confidence
• Next-generation cyber operations
• Trustworthy AI
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Understand How to Test, Validate,
and Recognize as Secure
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Use DevOps and 
Secure DevOps 
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Transform How 
It Is Developed
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Make It Secure 
from Inception
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For More Information

Bobbie Stempfley
Director, CERT Division

Software Engineering Institute
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4500 Fifth Avenue
Pittsburgh, PA 15213
Phone: 1+ 412-268-5800
Toll Free: 1+ 888-201-4479
Email: info@sei.cmu.edu
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